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The new SAE J2997 Secondary Battery Use Committee draft standard fills in an important gap in the overall 
integrity of the Battery Life Cycle chain of custody and operational reporting.  
 
The following real-life example background of an undisclosed (and fraudulent) battery swap-out. The 
fundamentals of this incident started when an entity bought a long-range Tesla VIN 5YJ3E1EA6JF024389 with 
93,836 miles on it and performed an on-site battery test using an external testing system. 
 
 The dash display on the vehicle showed the battery as a 75kWh Tesla. 

  
The label on the battery pack also showed the original OEM battery label identifying it as a 75kWh battery. 
(The battery label pictured here – please note the damage at the bottom edge of the label.)   

 
 
The vehicle was purchased at an auction by an automobile recycler, and was then tested by the recycler using 
a battery testing kit linked to the central testing system. The testing company is actually one that has received 
DOE grants and one that has been interfaced to the NSVRP Battery Registry program. 
  
 
The test report when run on the battery gave it a 93.9% SOH, however the rated energy capacity was identified 
as 62.6KWH, and the unique label ID as TG118338001MXS. The recycler complained and questioned the 
accuracy of the report test. The testing company got the battery from the recycler and ran tests using very 
high-end testing which confirmed that the battery was a lower capacity battery and not the original 75 KWH 
battery.  
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The root cause of the problem was that upon starting the car the vehicle checked the battery capacity and 
status against a value stored in the memory of a Media Control Unit (MCU) in the vehicle rather than against 
the BMS and the battery itself. Furthermore, if you refer to the original battery label in the picture above, you 
can see that the bottom edge is damaged. That damage was the result of a party peeling off the label on the 
original high capacity battery and placing it on a lower capacity battery as part of a fraud effort. Included below 
is the relevant parts of the actual battery test report, but the most important factor that came up was that the 
Tesla vehicle display was not checking the actual battery upon startup. 
 
This leads to two very significant issues – of which enabling the fraud is the lesser of the problems to address. 
The vehicle battery provenance integrity is of foundational importance to the whole vehicle life cycle. It is also 
of critical importance to the integrity of the telematics data chain. Without the vehicle testing on startup that 
the battery has been replaced, the complete data system integrity collapses. The OEM is getting new and 
different data and doesn’t recognize that the data is from a different battery. Safety recall systems cannot 
operate on battery/BMS recalls since the recalled item is no longer with that vehicle and cannot be linked to 
any replacement vehicle. In the case of litigation over EV related accident incidents, fires or warrantee claims 
the OEM can be at risk for an event cause by an unauthorized battery replacement even though the event was 
caused at no fault of the manufacturer (other than the failure to protect their vehicle environment from an 
undocumented replacement of this major part without calibration). 
 
As this example shows, for overall systemic integrity, for protection of the vehicle owner, for the protection of 
the OEM, and for track & trace purposes, it is critical that all vehicles include a battery identification 
confirmation and integrity check during the Power on Self-Test (POST) when a vehicle is started. If the vehicle 
recognizes that the battery does not match the battery stored in the vehicle history record in the vehicle, or if 
the POST identifies an error condition of the battery at the time of the POST it should flag to the driver of that 
condition. Furthermore, if the battery is identified as swapped, the changed state of the battery should be 
flagged to the OEM in the telematics data flow. This will both alert the OEM that the new data is from a different 
battery, and should alert that the vehicle needs to have the new battery calibrated into the operation of the 
vehicle. 
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The language in the draft J2997 standard closes this gap through its important recommendation: 
 

 
 
If these recommendations are followed, it should protect both the driving public and the OEMs from these 
kinds of issues as well as unanticipated functional issues uncovered through a query of the BMS in the Power 
on Self-Test. 
 
------------------------------------------------------------------------------------------------------------------------------------------------- 
 
Also include below is the battery test report for the battery as tested once removed from the vehicle: 
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